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“

OVERVIEW
This goal of this report is to review the main aspects of the project to 

help investors make an informative decision during their research 

process.

You will find a a summarized review of the following key points:

Contract's source code

Owners' wallets

Tokenomics

Team transparency and goals

Website's age, code, security and UX

Whitepaper and roadmap

Social media & online presence

The results of this audit are purely based 
on the team’s evaluation and does not 

guarantee nor reflect the projects 
outcome and goal

- SPYWOLF Team - ”
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Overview
LemLoans is a decentralized lending protocol deployed on the Lemonchain blockchain. It allows users to lock native 
Lemonchain tokens (LEM) as collateral and borrow stablecoins. The protocol is structured around interest-only 
repayment cycles with a balloon principal repayment at maturity.

The LemLoans website advertises loans backed by LEMX tokens (an ERC20). However, the reviewed contract 
(Loans.sol) currently accepts LEM (native coin) as collateral via msg.value. This represents a design mismatch 
between implementation and documentation.

Key Features
● Loan terms: 3–60 months (configurable)
● Maximum LTV: up to 60%

APR: starting at 5%, configured by manager in bands
● Collateral: native LEM (per code)
● Repayment model: interest-only per cycle; principal balloon at maturity
● Default handling: anyone can trigger default after grace period or missed cycles; collateral transferred to receiver

Contract Features
● Upgradeable (UUPS) with role-based access (MANAGER_ROLE, LENDER_ROLE, PRICE_SETTER_ROLE, 

UPGRADER_ROLE)
● Oracle pricing: relies on IPriceDataFeed for LEM price against loan token
● Configurable loan terms: APR bands per duration, origination fees per LTV, cycle length (default 30 days)
● Lifecycle management: origination, repayment, extension, default, and collateral redemption
● Withdrawals:

○ Borrowers withdraw collateral after full repayment
○ Lenders withdraw interest/principal as repaid or upon default

Technical Information
● Language / Framework: Solidity ^0.8.x with OpenZeppelin upgradeable libraries
● Pattern: UUPS proxy architecture
● Collateral: LEM native coin, not ERC20 LEMX (per implementation)
● Oracle dependency: IPriceDataFeed.getMonthlyAverage()
● Fee handling: Origination fees collected in ERC20 but no withdrawal function currently provided

PROJECT INFORMATION
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Objective
To review the Loans.sol smart contract used in the LemLoans protocol on Lemonchain, confirm whether the code aligns 
with intended lending mechanics, and identify vulnerabilities, risks, or inefficiencies.

In-Scope
● Smart Contract:

○ Loans.sol (core lending contract)

● Key areas reviewed:
○ Upgradeability and access control (UUPS, roles)
○ Loan lifecycle logic (origination, repayment, extension, default, completion)
○ Collateral handling using native Lemonchain asset (LEM)
○ Interest, APR, and fee calculations
○ Oracle pricing dependency (IPriceDataFeed)
○ Event emission and accounting consistency
○ Edge cases (rounding errors, cycle alignment, multiple withdrawals)
○ Gas usage and optimization opportunities

Out-of-Scope
● Frontend/web interface (lemloans.io)
● Off-chain services, databases, or backend logic
● Third-party contracts not provided (e.g., external oracle implementation, ERC20 tokens)
● Broader business alignment beyond what is encoded on-chain (e.g., use of LEMX token as collateral claimed on 

website but not in code)

Methodology
● Automated analysis: static analyzers for reentrancy, overflow, access control, upgrade safety
● Manual review: line-by-line inspection of loan logic, collateral management, fee handling
● Scenario simulation: repayment schedules, default events, withdrawal flows, oracle failure cases
● Documentation cross-check: compared contract behavior against LemLoans’ published features to highlight 

mismatches (notably LEM vs. LEMX collateral)

SCOPE OF AUDIT
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Approach
The audit evaluated the Loans.sol smart contract on Lemonchain, focusing on security, correctness, and alignment with 
intended business logic. Since Lemonchain is EVM-compatible, standard Ethereum auditing techniques were applied. 
Special attention was given to how the contract manages LEM (native coin) collateral, noting the mismatch with the 
website’s claim of ERC20 LEMX collateral.

Steps
1. Project Familiarization

○ Reviewed LemLoans’ documentation and website claims (LEMX-backed loans).
○ Mapped business logic to contract code, noting differences (native LEM collateral).

2. Automated Analysis
○ Static analysis (Slither, Mythril) to detect reentrancy, overflows, uninitialized storage, gas inefficiencies, and 

upgradeability pitfalls.

3. Manual Code Review
○ Line-by-line review of Loans.sol.
○ Verified role-based access, upgrade logic, loan origination, repayment, extension, collateral management, 

and default handling.
○ Checked rounding math for cycle payments, collateral price dependency, and event coverage.

4. Scenario Simulation
○ Simulated loan flows in a Lemonchain test environment with LEM native asset collateral:

■ Standard repayment cycles and balloon principal settlement.
■ Default triggered by missed payments or expired duration.
■ Oracle outage or invalid pricing.
■ Multiple lender withdrawals against same repayment.

5. Risk Assessment
○ Classified findings into Critical, High, Medium, Low, Informational based on exploitability and protocol 

impact.
○ Special focus on solvency risks (e.g., repeated withdrawals, immediate default via rounding).

Tools Used
● Static analyzers: Slither, Mythril
● Testing frameworks: Foundry/Hardhat for scenario simulation on Lemonchain EVM
● Manual reasoning: Solidity 0.8.x safety features, OpenZeppelin UUPS and AccessControl patterns

AUDIT METHODOLOGY
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High Risk

04-A

Repeated lender withdrawals drain funds
 
withdrawLiquidity pays the lender based on loan.paidAmount and/or loan.interestAmount 
without tracking what’s already been withdrawn. Calling it again pays the same amounts 
repeatedly.

Impact:
 A user with LENDER_ROLE can drain the contract’s loan-token balance far beyond actual 
repayments, breaking solvency.

Code (excerpt):

FOUND THREATS

Recommendation:
Track payout state per loan (e.g., 
interestWithdrawn, principalWithdrawn). 
Compute deltas and update state before 
transfers:

● interestDelta = min(paid, totalInterest) - 
interestWithdrawn

● principalDelta = max(paid - totalInterest, 
0) - principalWithdrawn
 Transfer only the deltas; emit events 
including the deltas.

✅ RESOLVED

Implemented Fixes:

This was fixed by redesigning the system 
to use a single, balance-based withdrawal 
function for lenders instead of per-loan 
withdrawals. This prevents repeated 
payouts for the same repaid amount.
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High Risk

04-B

Fresh loans can read as “Default” at T0 (rounding 
misalignment)
 Per-cycle due is interestAmount / totalPayments (integer division). The first payment 
charged at origination is (interestAmount * cycle) / duration (also integer division). If 
duration is not an exact multiple of cycle, firstLoanPayment can be smaller than 
loanPayment. Status logic expects at least one whole loanPayment at cycle 0 → the loan 
appears Default immediately.

Impact:
 Borrowers can be flagged Default on day 0, enabling premature default processing and 
lender seizures—severe UX and financial risk.

Code (excerpts):

FOUND THREATS

Recommendation:
Choose one (or combine):

● Enforce loanDuration % loanCycleDuration == 0 at origination.
● Base the first checkpoint on firstLoanPayment (not loanPayment) or distribute remainder to the last cycle so the 

schedule sums exactly.
● Remove the +1 for cycle 0 or explicitly special-case the initial checkpoint.

✅ RESOLVED

Implemented Fixes:

The fix enforces a rule that the total loan duration must be evenly divisible by the 
payment cycle duration. This eliminates the rounding misalignment between the first 
payment and subsequent payments.
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High Risk

04-C

Admin can brick the protocol by setting collateralToken to zero
setCollateralToken lacks a non-zero check. Many flows gate through 
_getCollateralTokenPrice() which requires collateralToken != address(0). A misconfiguration 
(or compromise) sets it to zero → most price-gated actions revert.

Impact:
 Denial of service across origination, payments, withdrawals (and any flow using 
requireValidPrice).

Code (excerpts):

FOUND THREATS

Recommendation:
Add onlyValidAddress(newCollateralToken) (or require(newCollateralToken != 
address(0))). Consider a two-step update (propose/commit with delay) for critical 
addresses.

✅ RESOLVED 
(CLARIFIED)

Implemented Fixes:

The team clarified this is an intentional design choice, not a bug. The zero address is 
used to represent the native token (like LEM or ETH) for collateral, and the system is 
designed to handle this correctly.
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High Risk

04-D

Oracle dependency unnecessarily blocks redemptions & 
payouts
setCollateralToken lacks a non-zero check. Many flows gate through 
_getCollateralTokenPrice() which requires collateralToken != address(0). A misconfiguration 
(or compromise) sets it to zero → most price-gated actions revert.

Impact:
 Denial of service across origination, payments, withdrawals (and any flow using 
requireValidPrice).

Code (excerpts):

FOUND THREATS

Recommendation:
Remove requireValidPrice from pure disbursement functions (collateral/repayment 
withdrawals). Keep price checks only where price is actually required (e.g., origination, 
extension, LTV checks).

✅ RESOLVED

Implemented Fixes:

This was resolved by removing the price check modifier from functions that don't 
require price data, such as withdrawCollateral and makeLoanPayment. This allows 
users to get their funds even if the oracle is down.
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Medium Risk

04-E

Origination fees can get stuck (no withdrawal path)
Description: Fees collected at origination/extension are transferred into the contract but 
there’s no function to withdraw them.

Impact: Protocol-owned funds (fee token) accumulate and become inaccessible.

Code (excerpt):

FOUND THREATS

Recommendation:
Add a role-gated withdrawFees(address to, uint256 amount) (or route fees to a 
configurable receiver at collection time).

✅ RESOLVED

Implemented Fixes:

This was fixed by routing fees directly to a designated fee-receiving address at the 
time of the transaction, instead of holding them in the contract.
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Medium Risk

04-F

APR band overlaps and order-dependence
Description: APR is chosen by returning the first matching config; adds are unchecked for 
overlap.

Impact: Ambiguous or inconsistent APR if ranges overlap or are added in the wrong order.

Code (excerpts):

FOUND THREATS

Recommendation:
Enforce non-overlapping ranges (validate on add/update) and define a deterministic 
priority (e.g., sort by duration, or reject overlaps).

✅ RESOLVED

Implemented Fixes:

Validation logic was added to prevent the creation of new APR configurations that 
overlap with any existing duration ranges.



SPYWOLF.CO

Medium Risk

04-G

Anyone can trigger borrower’s collateral release
Description: withdrawCollateral has no caller restriction; it always sends to the borrower’s 
address.

Impact: No direct theft, but unexpected third-party triggers (UX confusion, event spam, 
monitoring assumptions).

Code (excerpt):

FOUND THREATS

Recommendation:
Restrict to require(msg.sender == loan.account) (or add an allowlist) to align with user 
expectations.

✅ RESOLVED

Implemented Fixes:

The fix restricts the withdrawCollateral function so that it can only be called by the 
original borrower (loan.account).
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Medium Risk

04-H

Unsafe configuration: missing sanity checks
Description: Loan configuration accepts values without key relationship checks (e.g., 
minDuration < maxDuration, cycle divides durations).

Impact: Misconfiguration can cause runtime reverts (e.g., zero payment cycles) or 
inconsistent schedules.

Code (excerpt):

FOUND THREATS

Recommendation:
Add checks such as:

● require(minLoanDuration < maxLoanDuration)
● require(loanCycleDuration <= minLoanDuration)
● (Ideally) enforce maxLoanDuration % loanCycleDuration == 0 and minLoanDuration 

% loanCycleDuration == 0.

✅ RESOLVED

Implemented Fixes:

More comprehensive validation checks were added to ensure loan configuration 
parameters are logical, such as verifying that the minimum duration is less than the 
maximum duration.
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Medium Risk

04-I

Collateral token address not validated during initialize
Description: initialize validates several addresses but not collateralTokenAddress; it’s set 
blindly.

Impact: A zero/invalid collateral token can brick price-gated flows immediately after 
deployment.

Code (excerpt):

FOUND THREATS

Recommendation:
Add onlyValidAddress(collateralTokenAddress) (and mirror this guard in 
setCollateralToken too).

✅ RESOLVED 
(CLARIFIED)

Implemented Fixes:

This was resolved in line with the high-risk finding about the zero address; since 
address(0) is a valid input for native token collateral, no validation was needed, and 
the design is now clearly documented.
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Low Risk

04-J

Missing payout/withdrawal events hinder accounting
Description: Lender and collateral withdrawals don’t emit granular events (amounts, 
breakdown interest/principal).

Impact: Harder for LPs/analysts to reconcile off-chain accounting, audits, and incident 
forensics.

Code (excerpt):

FOUND THREATS

Recommendation:
Emit structured events (e.g., LiquidityWithdrawn(loanId, interestDelta, principalDelta, to), 
CollateralSeized(loanId, amount, to)) at each transfer.

✅ RESOLVED

Implemented Fixes:

The team implemented a comprehensive and standardized event schema, adding 
detailed events like LiquidityWithdrawn and CollateralWithdrawn for better off-chain 
tracking .
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Low Risk

04-K

Integer truncation leaves unpaid “dust” of interest
Description: Per-cycle payment uses integer division; any remainder is silently dropped and 
never explicitly settled.

Impact: Very small under-collection of interest over full term; accounting drift (pennies but 
non-zero).

Code (excerpt):

FOUND THREATS

Recommendation:
Carry and settle the remainder in the last cycle (e.g., lastPayment = interestAmount - 
loanPayment * (totalPayments - 1)).

✅ RESOLVED (NOT APPLICABLE)

Implemented Fixes:

The team explained this is not applicable to their system because loan completion is 
based on the total amount paid, not on per-cycle precision. Borrowers can pay the 
exact total needed, eliminating any potential for dust from rounding.
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Low Risk

04-L

Estimation UX blocked by pause/oracle gating
Description: Pure estimation logic requires protocol unpaused and a live price. During 
pauses or oracle outages, users can’t even quote terms.

Impact: Poor UX; quoting tools/frontends fail during incidents, even for read-only previews.

Code (excerpt):

FOUND THREATS

Recommendation:
Remove whenNotPaused and (optionally) requireValidPrice from view-only calculators, 
or allow passing an external price hint for offline quoting.

✅ RESOLVED

Implemented Fixes:

This was resolved by removing unnecessary restrictions from pure calculation 
functions, allowing them to work even when the contract is paused.
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Informational

04-M

Inconsistent NatSpec and Comment Coverage
Function- and parameter-level documentation is uneven, making intent (e.g., collateral 
flow, rounding expectations, role boundaries) harder to verify at a glance and increasing the 
risk of integrator misunderstandings.

FOUND THREATS

Assumptions About Decimals and Units Not Centralized
APR precision, time units (seconds vs. days), and token decimals are implied across 
calculations rather than clearly centralized or documented, which can lead to subtle 
integration errors or misconfigured deployments.

Event Schema Not Standardized for Analytics
Event names/fields are not consistently structured for downstream indexing (e.g., uniform 
inclusion of loanId, actor, amounts, timestamps), reducing observability and complicating 
off-chain monitoring and reconciliation.

Use of require Strings Instead of Custom Errors
The contract relies on string-based require messages rather than Solidity custom errors, 
which increases gas costs and yields less structured, harder-to-handle failure information 
for integrators and off-chain tooling.

State Transition & Timing Assumptions Not Summarized
Key lifecycle rules (cycle boundaries, grace period handling, “Unlocked” vs “Completed”, 
default triggers) aren’t consolidated in a single reference diagram/table, making it harder 
for integrators to reason about edge cases and timing-sensitive behavior.
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The Loans.sol smart contract is now considered suitable for production deployment. The 
LemLoans development team has successfully remediated all critical and high-risk 
vulnerabilities identified in the initial report from August 15, 2025. The contract's overall 
security posture has been significantly improved.

Key architectural changes have resolved the most severe issues, including a 
solvency-threatening bug that allowed repeated lender withdrawals and a logic flaw that 
could cause immediate, unfair loan defaults. These fixes demonstrate a thorough and 
effective approach to securing the protocol.

Furthermore, the team has shown a strong commitment to quality and best practices by 
implementing all informational recommendations. The contract now benefits from:

● Gas-efficient custom errors that replace require strings .
● Comprehensive NatSpec documentation for all functions, improving clarity and 

reducing integration risks.
● A detailed LOAN_LIFECYCLE.md document that explains state transitions and timing 

rules for developers.

Given the successful resolution of all significant security risks and the substantial 
improvements in code quality and documentation, we assess the Loans.sol contract as 
having a strong security foundation for its public launch.

CONCLUSION
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ABOUT US

OVER 700 SUCCESSFUL CLIENTS

We are a growing crypto security agency 

offering audits, KYCs and consulting services 

for some of the top names in the crypto 

industry.

MORE THAN  1000 SCAMS EXPOSED

MILLIONS SAVED IN POTENTIAL FRAUD

PARTNERSHIPS WITH TOP LAUNCHPADS,
INFLUENCERS AND CRYPTO PROJECTS

SPYWOLF.CO

FIND US ONLINE

@SPYWOLFNETWORK

@SPYWOLFNETWORK

CONSTANTLY BUILDING TOOLS TO
HELP INVESTORS DO BETTER RESEARCHCRYPTO SECURITY

Audits | KYCs | dApps 
Contract Development 

To hire us, reach out to 
contact@spywolf.co or 

t.me/joe_SpyWolf

mailto:contact@spywolf.co
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Disclaimer
This report shows findings based on our limited project analysis, following good industry practice from the date 

of this report, in relation to cybersecurity vulnerabilities and issues in the framework and algorithms based on 

smart contracts, overall social media and website presence and team transparency details of which are set out 

in this report. In order to get a full view of our analysis, it is crucial for you to read the full report.

While we have done our best in conducting our analysis and producing this report, it is important to note that 

you should not rely on this report and cannot claim against us on the basis of what it says or doesn’t say, or how 

we produced it, and it is important for you to conduct your own independent investigations before making any 

decisions. We go into more detail on this in the disclaimer below – please make sure to read it in full.

DISCLAIMER: 

By reading this report or any part of it, you agree to the terms of this disclaimer. If you do not agree to the terms, 

then please immediately cease reading this report, and delete and destroy any and all copies of this report 

downloaded and/or printed by you. This report is provided for information purposes only and on a non-reliance 

basis, and does not constitute investment advice.

No one shall have any right to rely on the report or its contents, and SpyWolf and its affiliates (including holding 

companies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SpyWolf) owe 

no duty of care towards you or any other person, nor does SpyWolf make any warranty or representation to any 

person on the accuracy or completeness of the report.

The report is provided "as is", without any conditions, warranties or other terms of any kind except as set out in 

this disclaimer, and SpyWolf hereby excludes all representations, warranties, conditions and other terms 

(including, without limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the 

use of reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and 

only to the extent that it is prohibited by law, SpyWolf hereby excludes all liability and responsibility, and neither 

you nor any other person shall have any claim against SpyWolf, for any amount or kind of loss or damage that 

may result to you or any other person (including without limitation, any direct, indirect, special, punitive, 

consequential or pure economic loss or damages, or any loss of income, profits, goodwill, data, contracts, use of 

money, or business interruption, and whether in delict, tort (including without limitation negligence), contract, 

breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under any claim of 

any nature whatsoever in any jurisdiction) in any way arising from or connected with this report and the use, 

inability to use or the results of use of this report, and any reliance on this report. The analysis of the security is 

purely based on the smart contracts, website, social media and team.

No applications were reviewed for security. No product code has been reviewed.
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