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Overview

This audit was conducted on the HERO smart contracts developed for V.I.C. Foundation.
 The reviewed components implement the Buy & Burn mechanism and supporting token logic designed to enhance 
token value through automated on-chain buybacks and periodic burns.

The purpose of this review was to ensure the contracts are secure, reliable, and production-ready, with specific 
focus on detecting any vulnerabilities that could result in fund loss, supply mismanagement, or operational failures 
during swap or burn cycles.

Scope

The audit covered the following Solidity source files:

● Hero.sol (0x35a51Dfc82032682E4Bda8AAcA87B9Bc386C3D27) — ERC-20 token implementation with dynamic 
fees, liquidity management, and buy-and-burn funding.

● HeroBuyAndBurn.sol (0x9016a0DAA30bD29A51a1a2905352877947f904E9)— Contract responsible for executing 
periodic buy-and-burn operations using accumulated PLS.

Compiler version: Solidity 0.8.x
 Network target: PulseChain
 Review period: Initial audit + post-fix verification (November 2025)

Assumptions & Constraints

● Centralized control (owner privileges, fee management, router configuration, and oracle updates) is 
intentional and accepted as part of the project’s operational model.

● The audit focuses on security and functional correctness, not on decentralization or governance structures.
● External routers and liquidity pools are assumed to be trusted, PulseX-compatible DEX implementations.

Summary of Findings (Post-Fix)

The reviewed contracts are secure and well-implemented, with all medium-severity issues addressed in the latest 
update.
 The new code introduces additional safeguards, including stricter swap validation, improved DEX pair handling, and 
configurable oracle feeds.

No critical or high-severity vulnerabilities were found.
 Two medium-severity findings from the initial audit were fully remediated, and all low or informational observations 
were either resolved or documented as intentional design decisions.

Resolved Items:

● Revert logic added for zero-result swaps.
● Swap-back exclusions extended to all DEX pairs.
● Redundant approvals removed and Tellor oracle made upgradable.
● Incentive logic corrected to prevent zero-burn payouts.

EXECUTIVE SUMMARY
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Approach

The audit was performed using a combination of automated analysis and manual verification to ensure complete 
coverage of functional and security properties.
 All code paths, modifiers, and external interactions were reviewed line-by-line.

Audit Steps

1. Static Analysis
○ Scanned with Slither and Mythril to detect reentrancy, integer overflow/underflow, uninitialized storage, 

and unchecked external calls.
○ Confirmed that Solidity 0.8+ built-in overflow checks were sufficient and that all external calls used safe 

patterns.
2. Manual Line-by-Line Review

○ Examined logic for token transfers, fee application, liquidity management, and buy-and-burn cycles.
○ Verified access-control modifiers (onlyOwner, nonReentrant, etc.) and ensured that restricted functions 

could not be bypassed.
○ Reviewed all router interactions for correctness of paths, deadline usage, and ETH ↔ token conversions.

3. Functional Testing (Simulated)
○ Deployed the contracts on a local PulseChain test environment.
○ Simulated typical scenarios: trading, adding liquidity, accumulating PLS for burns, and triggering 

buyAndBurn() at various intervals.
○ Validated token balances before and after swaps, confirmed burn amounts matched expectations, and 

checked that incentives were paid only when swaps succeeded.
○ Verified that swap flags prevented recursive or nested liquidity events.
○ Stress-tested multiple pairs to confirm no reentrancy or double-swap conditions.

4. Economic & Game-Theoretic Review
○ Assessed whether fee structures or incentive payouts could be exploited for profit loops or arbitrage.
○ Verified that failed swaps or paused routers could not drain value or misreport burned amounts.

5. Cross-Contract Interaction Review
○ Confirmed that the HeroBuyAndBurn contract properly interacts with the main HERO token and cannot 

mint or misallocate tokens.
○ Checked for edge-case failures if getBestRouter() returns zero or the router path reverts.

6. Assumption Validation
○ Confirmed with the client that centralization (owner control, parameter tuning, and treasury custody) is 

intentional and not treated as a vulnerability.

Testing Environment

● Solidity compiler: 0.8.24
● Frameworks: Hardhat + Foundry (local simulation)
● Static tools: Slither 0.9.x, Mythril 0.23.x
● Network simulation: PulseChain test node
● Time period: November 2025

METHODOLOGY
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Methodology for Severity Rating
Each issue was assigned a severity level based on two dimensions:

Severity was determined by impact × exploitability, emphasizing how realistic an attacker scenario is under the 
given system assumptions.

FINDINGS AND VULNERABILITY ANALYSIS

Severity Impact Likelihood Description

Critical Direct loss of funds or total 
system compromise High Must be fixed before 

deployment

High Potential loss of funds or 
systemic malfunction Medium–High Priority for immediate 

remediation

Medium
Logic or validation flaws 

that can cause local 
issues

Medium Should be fixed before 
mainnet

Low
Minor logic errors, 
inefficiencies, or 

incomplete patterns
Low Recommended 

improvement

Informational Cosmetic or stylistic issues — Optional adjustments
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DETAILED FINDINGS

ID Title Severity Status Recommendation

M-01 Router selection failure / zero 
swap result Medium ✅ RESOLVED Revert or skip interval if no valid router 

or zero HERO purchased

M-02 Swap-back triggered by other 
DEX pairs Medium ✅ RESOLVED Exclude all known pairs from triggering 

swap-back

L-01 Zero min-out values in swaps Low ✅ ACKNOWLEDGED Add minimum-out slippage protection 
for MEV resistance

L-02 30 k gas cap on payout calls Low ✅ ACKNOWLEDGED Remove or document; may cause 
silent payout failures

L-03 Incentive paid even if 0 tokens 
bought Low ✅ RESOLVED Require positive HERO amount before 

paying incentive

L-04 tx.origin gating before launch Low ✅ ACKNOWLEDGED Replace with explicit whitelist or 
msg.sender check

I-01 Redundant token approvals in 
BuyAndBurn Informational ✅ RESOLVED Remove unnecessary approve() calls

I-02 Oracle feed integration 
assumptions Informational ✅ RESOLVED Feed hard-coded; safe but update if 

Tellor feed changes

Summary Table
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Medium  Risk

04-B

F-01: Router Selection Failure / Zero Swap Result
Component: BuyAndBurn / _swapPlsForHero, buyAndBurn

Description:
 When no valid DEX router path exists (for example, if all liquidity pools revert or return zero output), 
_swapPlsForHero() returns 0.
 Despite this, buyAndBurn() continues execution, marking the interval as processed, deducting the 
PLS from accounting, and paying the incentive, even though no HERO tokens were actually 
purchased or burned.
 This leads to a mismatch between the internal totalPlsForBurning counter and the contract’s 
actual PLS balance.

Impact:
 Inaccurate accounting and potential incentive payouts without corresponding burns.
 No direct exploit or fund theft, but may cause reward misallocation and unreliable burn tracking 
over time.

Likelihood: Medium

Simulation Steps:

● Deploy BuyAndBurn with one or more routers.
● Disable HERO–PLS liquidity on all routers or break the swap path.
● Call buyAndBurn() and observe:

○ Interval recorded as processed.
○ Incentive paid.
○ Zero HERO tokens burned.

Status: Open; fix recommended prior to mainnet deployment.

Category: Logic / Accounting Consistency

DETAILED FINDINGS
✅ RESOLVED

Implemented Fixes:

● Added require(heroBought > 0) safeguard. Router always returns a valid address, so zero-amount check 
provides equivalent protection. Verified logic halts on failed swap.



SPYWOLF.CO

Medium  Risk

04-C

F-02: Swap-Back Triggered by Other DEX Pairs
Component: Hero / _shouldSwapBack, _transfer

Description:
 The token’s internal swapBack() routine, which handles liquidity and fee distribution, is guarded by 
_shouldSwapBack() — but this function only excludes the primary trading pair (pulseV2Pair).
 If additional pairs are registered through addPair, transfers initiated by those pairs can still trigger 
swapBack() during an AMM trade.
 This can cause the contract to perform token swaps in the middle of a user trade, increasing 
execution risk or causing transaction failures on those secondary pairs.

Impact:
 Unexpected execution of liquidity or fee logic during secondary pair interactions.
 No direct exploit path, but higher likelihood of revert conditions and potential for unpredictable 
behavior when interacting across multiple liquidity pools.

Likelihood: Medium

Simulation Steps:

● Register a secondary pair via addPair().
● Perform a swap or liquidity operation using the new pair.
● Observe that swapBack() executes unexpectedly during the transfer event.

Status: Open; fix recommended before deployment.

Category: Operational Logic / Reentrancy Surface

DETAILED FINDINGS
✅ RESOLVED

Implemented Fixes:

● _shouldSwapBack() now includes !isPair[msg.sender], preventing execution during DEX pair 
interactions. Confirmed correct behavior.
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Low  Risk

04-D

F-03: Zero Min-Out Values in Swaps
Component: Hero & BuyAndBurn / swapBack, _swapPlsForHero

Description:
 All swap operations in both contracts use minOut = 0 when calling router functions such as
 swapExactETHForTokensSupportingFeeOnTransferTokens and other swap methods.
 This allows the transaction to execute regardless of received output amount, leaving the protocol 
vulnerable to front-running and unfavorable price manipulation.
 While common in auto-liquidity logic, the absence of a slippage constraint can lead to 
economically inefficient trades during volatile or low-liquidity conditions.

Impact:
 Potentially poor swap execution rates or MEV-induced value loss for treasury-held PLS.
 No direct exploit or fund-draining path, but reduced financial efficiency and transparency of the 
buy-and-burn mechanism.

Likelihood: Low

Simulation Steps:

● Queue a swapBack() or buyAndBurn() operation holding substantial PLS.
● Manipulate the pool price via sandwiching or flash liquidity adjustment.
● Observe the transaction completing with significantly reduced HERO output.

Status: Advisory; not a blocker but improvement recommended.

Category: Economic / MEV Exposure

DETAILED FINDINGS
✅ ACKNOWLEDGED

Implemented Fixes:

● Client justified design choice due to tax-based path variance; MEV risk minimal. Acceptable under given 
assumptions.
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Low  Risk

04-E

F-04: 30k Gas Cap on Payout Calls
Component: Hero / swapBack()

Description:
 During fee distribution in swapBack(), the contract performs low-level calls to multiple receiver 
addresses with a 30,000 gas cap (.call{gas: 30000}).
 If a receiver is a contract that executes logic consuming more than 30k gas (e.g., logging, 
arithmetic, or token handling), the call silently fails.
 The function does not revert or emit a failure event, causing undistributed PLS to remain in the 
contract balance or be redirected to the owner later in the same routine.

Impact:
 Funds intended for receivers may not be delivered as expected, leading to missed distributions or 
accounting discrepancies.
 No exploit potential, but reduced transparency and predictability in fund flow.

Likelihood: Low

Simulation Steps:

● Configure a fee receiver to point to a contract requiring >30k gas to accept a call.
● Trigger swapBack() to initiate distribution.
● Observe that the receiver fails to receive funds without revert or event notice.

Status: Acknowledged; acceptable if behavior is documented.

Category: Operational Robustness / Fund Distribution

DETAILED FINDINGS
✅ ACKNOWLEDGED

Implemented Fixes:

● Maintained for safety. Funds swept to owner if calls fail. No security issue, documented behavior.
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Low  Risk

04-F

F-05: Incentive Paid on Zero Token Purchase
Component: BuyAndBurn / buyAndBurn()

Description:
 The buyAndBurn() function distributes an incentive in PLS to the caller even if the swap operation 
results in zero HERO being purchased — for example, when the swapped amount is too small, 
liquidity is temporarily unavailable, or routing fails but does not revert.
 This behavior allows users to claim incentives without any effective burn, creating a minor but 
repetitive value leak.

Impact:
 Unwarranted incentive payouts and inconsistent burn accounting.
 No exploitable drain beyond repeated zero-result calls, but it misaligns incentive distribution with 
actual buy-and-burn success.

Likelihood: Low

Simulation Steps:

● Execute buyAndBurn() with a small _plsAmount below minimum swap thresholds.
● Observe that the incentive is paid out, but HERO balance and burn events remain unchanged.

Status: Open; should be addressed prior to deployment.

Category: Logic / Reward Consistency

DETAILED FINDINGS

Implemented Fixes:

● Covered by F-01’s require(heroBought > 0); verified that incentive not paid when zero tokens bought.

✅ RESOLVED
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Low  Risk

04-G

F-06: tx.origin Gate Before Launch
Component: Hero / _transfer

Description:
 Pre-launch transfer gating uses tx.origin == owner() to allow transfers only when initiated directly 
by the owner EOA. Multisig or contract-based ownership will fail this check, blocking legitimate 
operational flows (e.g., deployment via multisig).

Impact:
 Operational friction and potential deployment blockage if ownership is non-EOA. No direct security 
risk.

Likelihood: Low

Simulation Steps:

● Set owner() to a multisig/contract.
● Attempt pre-launch transfer.
● Observe revert due to tx.origin check.

Status: Advisory; acceptable if documented.

Category: Usability / Access Control

DETAILED FINDINGS
✅ ACKNOWLEDGED

Implemented Fixes:

● Justified pre-launch restriction to prevent premature trading. No vulnerability.



SPYWOLF.CO04-H

F-07: Redundant Token Approvals
Component: BuyAndBurn / Router setup

Description:
 The contract approves WPLS allowances to routers while performing swaps using native PLS via 
swapExactETHForTokensSupportingFeeOnTransferTokens. These ERC-20 approvals are unused and 
unnecessary for ETH→token paths.

Impact:
 No functional risk; minor surface area and cognitive overhead.

Likelihood: Informational

Simulation Steps:
 N/A (code inspection).

Status: Advisory; safe to remove.

Category: Code Hygiene

DETAILED FINDINGS
Informational

Implemented Fixes:

● Removed redundant approve() calls in constructor. Verified absence of unused approvals.

✅ RESOLVED
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Informational

04-I

F-08: Oracle Feed Hard-Coding
Component: Hero / Tellor integration

Description:
 Tellor oracle address and feed ID are hard-coded. The integration is wrapped in try/catch and 
used only for analytics, not fund flows, but future oracle migrations would require contract 
changes.

Impact:
 No current security risk; potential maintenance overhead if feed or oracle endpoints change.

Likelihood: Informational

Simulation Steps:

● Simulate oracle unavailability; confirm try/catch prevents reverts and skips updates.

Status: Closed;  expected design under stated assumptions.

Category: Configuration / Maintainability

DETAILED FINDINGS
✅ RESOLVED

Implemented Fixes:

● Added setTellor() (onlyOwner) and TellorUpdated event for future upgradability. Verified secure 
implementation.

✅ RESOLVED
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Centralization & Admin Controls:
 Owner-managed parameters (fees, receivers, router lists, oracle address) are intentional and accepted 
per scope.
 Access control is consistently enforced through onlyOwner modifiers, and new flexibility was added via the 
setTellor() administrative function.

Swap Safety Flags:
 The swapping guard prevents recursive swapBack(), and buyAndBurn remains protected by nonReentrant.
 The update to _shouldSwapBack() now excludes all registered DEX pairs, ensuring no liquidity or fee logic is 
triggered mid-trade.

Interval Handling:
 Missed buy-and-burn intervals are consolidated into the next run.
 This remains an intentional design choice and simplifies automation while maintaining predictable burn 
frequency.

Accounting Sync:
 totalPlsForBurning mirrors the contract balance accurately.
 With the new revert condition on zero HERO purchases, accounting and interval state now remain fully 
consistent, even under failed swap conditions.

Oracle Integration:
 The Tellor oracle feed is now configurable through an owner function (setTellor()), improving long-term 
maintainability.
 Oracle reads remain wrapped in try/catch, ensuring analytics updates never affect fund safety.

Gas & MEV Hygiene:
 The implementation still favors swap execution reliability over slippage control.
 The project team confirmed that off-chain minOut prediction is impractical due to tax routing; this is 
acceptable given the design.

Testing & Tooling:
 Boundary conditions for router unavailability and zero-output swaps have been addressed through logic 
changes.
 Additional unit and integration tests are recommended to validate new configuration functions and pair 
exclusions.

GENERAL OBSERVATIONS
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The V.I.C. Foundation HERO and BuyAndBurn contracts were re-evaluated following the implementation of all 
recommended changes.
 The revised codebase demonstrates strong adherence to best practices for smart-contract architecture, security, 
and maintainability.
 The system remains well-structured, logically consistent, and aligned with industry standards for automated 
buy-and-burn mechanisms on EVM-compatible networks.

All previously identified medium-severity issues have been successfully resolved, and low-severity items were 
either corrected or justified as intentional design choices.
 In particular:

● Swap-back logic now correctly excludes all DEX pairs.
● Router and accounting consistency are fully safeguarded with zero-output swap reverts.
● Redundant approvals removed and oracle configuration made upgradeable via owner control.

No critical or high-severity vulnerabilities exist in the current implementation.
 Remaining acknowledgments (e.g., gas-cap behavior and zero min-out) are documented design decisions that do 
not impact system safety.

Under the accepted assumptions of trusted ownership and administrative control, the contracts present a low 
overall risk profile and are considered secure for mainnet deployment.

The final verification confirms:

● Secure and predictable handling of swaps, liquidity, and burn operations.
● Robust reentrancy and state-safety protections.
● Accurate accounting and fee tracking throughout all operational paths.
● No attack vectors enabling fund loss, manipulation, or unauthorized minting.

      Final Assessment:

✅ The HERO contracts are fully production-ready following the verified fixes.

The system is stable, low risk, and reflects sound engineering and security practices 
consistent with professional deployment standards.

CONCLUSION
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OVER 1000 SUCCESSFUL CLIENTS

We are a growing crypto security agency 

offering audits, KYCs and consulting services 

for some of the top names in the crypto 

industry.

MORE THAN  1000 SCAMS EXPOSED

MILLIONS SAVED IN POTENTIAL FRAUD

PARTNERSHIPS WITH TOP LAUNCHPADS,
INFLUENCERS AND CRYPTO PROJECTS

SPYWOLF.CO

FIND US ONLINE

@SPYWOLFNETWORK

@SPYWOLFNETWORK

CONSTANTLY BUILDING TOOLS TO
HELP INVESTORS DO BETTER RESEARCHCRYPTO SECURITY

Audits | KYCs | dApps 
Contract Development 
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contact@spywolf.co or 

t.me/joe_SpyWolf
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Disclaimer
This report shows findings based on our limited project analysis, following good industry practice from the date 

of this report, in relation to cybersecurity vulnerabilities and issues in the framework and algorithms based on 

smart contracts, overall social media and website presence and team transparency details of which are set out 

in this report. In order to get a full view of our analysis, it is crucial for you to read the full report.

While we have done our best in conducting our analysis and producing this report, it is important to note that 

you should not rely on this report and cannot claim against us on the basis of what it says or doesn’t say, or how 

we produced it, and it is important for you to conduct your own independent investigations before making any 

decisions. We go into more detail on this in the disclaimer below – please make sure to read it in full.

DISCLAIMER: 

By reading this report or any part of it, you agree to the terms of this disclaimer. If you do not agree to the terms, 

then please immediately cease reading this report, and delete and destroy any and all copies of this report 

downloaded and/or printed by you. This report is provided for information purposes only and on a non-reliance 

basis, and does not constitute investment advice.

No one shall have any right to rely on the report or its contents, and SpyWolf and its affiliates (including holding 

companies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SpyWolf) owe 

no duty of care towards you or any other person, nor does SpyWolf make any warranty or representation to any 

person on the accuracy or completeness of the report.

The report is provided "as is", without any conditions, warranties or other terms of any kind except as set out in 

this disclaimer, and SpyWolf hereby excludes all representations, warranties, conditions and other terms 

(including, without limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the 

use of reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and 

only to the extent that it is prohibited by law, SpyWolf hereby excludes all liability and responsibility, and neither 

you nor any other person shall have any claim against SpyWolf, for any amount or kind of loss or damage that 

may result to you or any other person (including without limitation, any direct, indirect, special, punitive, 

consequential or pure economic loss or damages, or any loss of income, profits, goodwill, data, contracts, use of 

money, or business interruption, and whether in delict, tort (including without limitation negligence), contract, 

breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under any claim of 

any nature whatsoever in any jurisdiction) in any way arising from or connected with this report and the use, 

inability to use or the results of use of this report, and any reliance on this report. The analysis of the security is 

purely based on the smart contracts, website, social media and team.

No applications were reviewed for security. No product code has been reviewed.
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