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EXECUTIVE SUMMARY e

Overview

Bitcoin Everlight (BTCL) is deployed as an EIP-1167 minimal proxy (clone) token instance
that holds all balances/allowances and delegates execution to a shared implementation
contract.

This architecture reduces typical “upgrade-admin” concerns associated with upgradeable
proxy patterns, but also makes the token effectively immutable—meaning remediation of
future logic defects generally requires redeploy + migration.

On-chain Deployment Verification

Based on the deployment transaction evidence provided, the BTCL token instance was
created and minted in the same transaction, indicating the token was initialized as part of
deployment (i.e., no observable uninitialized window for the live instance).

Severity Summary (Open Items)

Critical: 0

High: 0
Medium: 2

Low: 2
Informational: 6

Recommendations

Operational mitigations are emphasized: enforce strict deployment checklists, validate
supply/decimals inputs, publish clear “token address vs implementation address” guidance,
and document a contingency migration plan due to immutability.

Conclusion

No Critical or High-severity issues were identified for the live BTCL deployment in scope.
Residual risk is concentrated in deployment/configuration hygiene, standard ERC20 UX
caveats, and the operational tradeoffs of an immutable clone-based token.
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SCOPE & METHODOLOGY e

Scope

This assessment covers the Bitcoin Everlight (BTCL) ERC-20 token deployment on
Ethereum:

1. Token Instance (User-Facing Contract)
o 0xd3d9da6345120822b7066b4263fd70f8d8612ffd
o An EIP-1167 minimal proxy (clone) that holds all token state (balances,
allowances, total supply) and delegates execution to an implementation.
2.  Implementation (Logic) Contract
o 0xe798ab8003664c5438fa8b94e4d8f8adecbf0815
o Includes StandardToken.initialize(...), custom ./core/ERC20.sol, and OpenZeppelin
Initializable.
3. Outof Scope
o Website/frontend/backend deployment code, key management, infrastructure,
and any contracts not verified for the above addresses.
o External integrations (DEX routers/lockers/bridges) except where they affect token
security assumptions.

Methodology

1. Architecture & Trust Boundaries
o Verified the token is a clone — implementation design and mapped where state
and execution reside.
2. Static Code Review (Manual)
o Reviewed initializer logic for access, replay protection, and supply calculation
correctness.
o Reviewed ERC20 behavior for transfer/allowance correctness, cap enforcement,
burn functions, and non-standard restrictions.
3. Deployment/Initialization Risk Analysis
o Evaluated clone-specific risks (especially atomic initialization requirements) and
misconfiguration hazards (decimals/supply).
4. Exploitability & Severity
o Each issue was assessed for impact, likelihood, and required preconditions, then
classified as High [ Medium [ Low with actionable recommendations.
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FINDINGS AND VULNERABILITY ANALYSIS

This section provides a consolidated overview of the vulnerabilities, risks, and notable observations
identified during the audit of the sTFuel and NodeManager contracts. Findings are categorized by
severity—Critical, High, Medium, Low, and Informational—based on their potential impact on user funds,
system integrity, operational reliability, and long-term maintainability. While no Critical exploits enabling
theft of TFuel or unauthorized minting were identified, several High and Medium-severity findings warrant
prioritized remediation before mainnet deployment.

Severity

[] High

Count

0

Description

[ ] Medium

Supply Computation Footgun
(_initialSupply * 10**_decimals),
Non-upgradeable Clone
Architecture Means Any Bug Is
Permanent

[ ] Low

ERC20 Allowance Race Condition
(Sstandard Approval Front-Run),
Implementation Contract Can
Receive Assets But Cannot
Recover Them (User Mistake
Loss)

[] Informational

Non-critical design observations;
UX-oriented behaviors;
documentation clarifications
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DETAILED FINDINGS
Medium Risk

F-01 — Supply Computation Footgun (_initialSupply *
10** _decimals) Can Revert or Misconfigure Supply

Component: StandardToken.initialize()

Description:
Supply is computed as _initialSupply * 10 ** _decimals.
This has two practical issues:

e For sufficiently large _decimals (or large _initialSupply), the exponent/multiplication can
overflow and revert, bricking initialization.

e Even without overflow, this pattern frequently causes operator error (e.g., passing
already-base-unit supply + using 18 decimals = minting 10A18 too much).

Impact:

e Initialization failure (token clone stuck uninitialized until someone calls it correctly).
e Incorrect supply minted (permanent tokenomics deviation).

Likelihood: Medium (misconfiguration is common when teams deploy through web Uls).
Simulation Steps:

e Callinitialize(owner, "X","X", 80, 1) — observe revert from overflow.
e Callinitialize(owner, .., 18, 21_000_000_000e18) — observe massively inflated supply.

Status: Open.

Category: Arithmetic [ Deployment Misconfiguration

Recommendation:

e Add validation: require(_decimals <= 77, "decimals too large"); and sanity bounds for _initialSupply.

e Consider accepting _initialSupply directly in base units (already adjusted) and remove exponentiation.
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DETAILED FINDINGS
Medium Risk

F-02 — Non-upgradeable Clone Architecture Means Any Bug Is
Permanent

Component: System architecture (EIP-1167 minimal proxy clone)

Description:

This is a minimal proxy setup (not a UUPS/Transparent upgradeable proxy). That's good for “no
admin upgrade rug,” but it also means: if a vulnerability or serious logic issue is discovered later,
you cannot patch the token—you must migrate to a new token contract and coordinate a swap.

Impact:
Inability to remediate discovered issues; may force disruptive token migration.

Likelihood: Medium (bugs/edge-cases often show up after launch via integrations and exchange
listings).

Simulation Steps:

e Identify a post-launch required fix (e.g. integration requirement, standard compliance
change).
e Attempt “upgrade” — no upgrade mechanism exists; only option is redeploy/migrate.

Status: Open [ inherent to design choice.

Category: Architecture [ Operational Risk

Recommendation:

e Increase pre-launch rigor (tests, invariant checks, simulation on forks).
e Publish a clear migration playbook (snapshot + swap contract plan) in case a critical issue is ever
found.
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DETAILED FINDINGS

Low Risk

F-03 — ERC20 Allowance Race Condition (Standard Approval
Front-Run)

Component: approve() [ allowance model

Description:

The contract implements the standard ERC20 approve() pattern. Like most ERC20s, changing an
allowance from non-zero — non-zero can be front-run such that a spender uses both the old and
new allowance (classic ERC20 allowance race).

Impact:
Users may lose more tokens than intended in specific allowance-change scenarios.

Likelihood: Low—Medium (depends on wallet/Ul patterns; many Uls now use
increase/decreaseAllowance).

Simulation Steps:

1.  Owner sets allowance to 100.
2. Owner submits tx to change allowance to 50.
3. Spender front-runs and spends 100, then later can spend the new 50 as well.

Status: Open /[ common ERC20 behavior.

Category: ERC20 Standard Quirk

Recommendation:

e InUl/docs, recommend increaseAllowance() [ decreaseAllowance() (both are implemented).
e Encourage “set to O first” pattern when changing allowances.
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DETAILED FINDINGS

Low Risk

F-04 — Implementation Contract Can Receive Assets But
Cannot Recover Them (User Mistake Loss)

Component: Implementation address 0xe798... (logic contract)

Description:

The implementation contract is not meant to be used as the token instance (state lives in the
clone). Users may mistakenly send ETH or tokens to the implementation address; there is no
recovery function. This is a common confusion with proxy/clone deployments.

Impact:
Accidental user fund loss if assets are sent to the implementation address.

Likelihood: Low (but it happens, especially with inexperienced users).
Simulation Steps:

e Transfer ETH [ ERC20 tokens to Oxe798...
e Observe no withdrawal path exists.

Status: Open [ informational.

Category: UX [ Operational Safety

Recommendation:
e Put a prominent warning on the website: “Only the token address 0xd3d9... is valid; do not send funds to

0xe798.."
e If you control frontends, never display the implementation as the token contract.
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DETAILED FINDINGS

Informational

I-01 — Minimal Proxy (Clone) Architecture

The token address is an EIP-1167 minimal proxy (clone) that stores balances/allowances and
forwards execution to a shared implementation. This is why Etherscan shows “proxy” tools; it's
normal for clone-based deployments and not automatically a red flag.

1-02 — Implementation vs Token Address (Don’t Confuse
Them)

The implementation contract contains the logic but typically holds ho meaningful token state.
Users should interact only with the clone/token address, otherwise they may send assets to the
wrong place with no recovery path.

1-03 — No Admin Upgrade Path (Reduced “Upgrade Rug” Risk)

Unlike Transparent/UUPS proxies, a minimal proxy clone usually has no upgrade admin and points
to a fixed implementation. This lowers the risk that an owner can later swap in malicious logic, but
also removes the ability to patch issues.

I-04 — Initialization Is the “Mint Event”

All supply is created during initialize(), which mints the total amount to the _owner provided at
initialization. For token distribution transparency, the deployment/initialize transaction is effectively
the “genesis mint” record to verify.

I-05 — Immutable-by-Design Means Heavier Pre-Launch
Testing

Because the clone pattern typically cannot be upgraded, any discovered bug or compliance
requirement after launch may require a migration to a new token contract. This makes thorough
pre-launch testing and launch checklists especially important.

I-06 — Standard ERC20 UX Caveats Still Apply

The contract follows typical ERC20 mechanics, which means users still face common pitfalls like
allowance management and interacting through DEX routers. Clear documentation and safe Ul
defaults (e.g, using increase/decrease allowance patterns) can reduce user error and support

burden.
SPYWOLF.CO



*The following tokenomics are based on the
project's whitepaper and/or website:

Total Supply: 21,000,000,000 BTCL

e Fixed supply with no inflation to ensure value stability.

Public Sale: 45%
e Distributed across 20 presale stages to encourage fair
participation.

Staking & Nodes: 20%

e Reserved for long-term node rewards and incentives.

Liquidity & Treasury: 25%
e Allocated for liquidity, ecosystem growth, and operational

expenses.

PUBLIC SALE:
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Website URL Design Whitepaper

https://bitcoineverlight.com/ Very nice design style and Yes
overall composition of colors

Domain Registry to match the industry.

http://www.hostinger.com Roaqup

Content ves

Domain EXpiI‘CItiOh The information is clear and
11/28/2026 easy to read for potential Mobile-friendly?

investors. Vo

Technical SEO Test

Passed

Security Test
Passed

\’q BITCOINEVERLIGHT HOW TO BUY STAKING TOKENOMICS ROADMAP ECOSYSTEM WHITEPAPER

4 21B Fixed Supply

nflation, hard-capped supply ensures Bitcoin Everlight's value remains
stable and predictable

BITCOIN EVERLIGHT

Fast, Secure, and Affordable Bitcoin Payments for Everyone

4 Lightweight Confirmation Layer

Enables fast Bitcc hout the need for complex payment channels.

Bitcoin Everlight is a lightweight Bitcoin payment layer s D
designed to make Bitcoin transactions fast, low-cost, and easy Transition smoothly from ERC-20 tokens to a native Bitcoin-based chain at
— no technical setup or complicated channels required g

Built on Bitcoin's trusted security foundation, Everlight enables smooth + Sncurity & Varification

and predictable Bitcoin payments for everyday use. Whether you're Transactions are sec settled and anchored directly to Bitcoin’s blockchain.
new to cryptocurrency or looking for a simpler way to pay with Bitcoin,

Everlight delivers a seamless experience without sacrificing security.

Security & Verification

BUY BTCL WHITEPAPER = Smart Contract Audit —

= KYC Verified Team

= Liquidity Locked — Pe

bitcoineverlight.com
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THE

TEAM

KYC INFORMATION

Issuer
SPYWOLF

Members KYC'd

KYC Date
Jan 15, 2026

Format
PDF

Certificate Link

https://spywolf.co/kyc-verification/Bitcoin_Everlight_0xD3D9dA6
345120822B7066B4263fD70F8d8612FFd.pdf

Bitcoin Everlight
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The team has privately
doxxed to SPYWOLF by
completing the following
KYC requirements:

e ID Verification
e Video statement
e Video interview with devs

KYC

CERTIFICATE

This is to certify that the team at

Bitcoin Everlight

Has passed the KYC verification process on January 15, 2026

Tasks Completed:

v D Verification
v Video statement

v Video interview with devs
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CONCLUSION

Based on the verified implementation and the live token’s EIP-1167 minimal proxy (clone)
architecture, there are no obvious high-complexity “honeypot-style” controls (e.g., blacklist,
forced reverts on sells, owner-controlled transfer gating) visible in the core ERC20 flow as
reviewed. The design is straightforward: a one-time initialize() sets token metadata/cap
and mints the full supply to the specified owner.

The primary remaining risks are operational and usability-oriented rather than adversarial
logic: supply configuration relies on _initialSupply * 10**_decimals (which can revert or be
mis-entered), the token is effectively immutable (so any future defect or integration
requirement may require redeploy and migration), and standard ERC20 behaviors apply
(notably the allowance race condition). Additionally, users can mistakenly send assets to

the implementation address, which generally cannot be recovered without special handling.

If the team enforces a strict deployment checklist (parameter validation, on-chain
confirmation of supply/decimals/owner balance, and clear public communication of the
correct token address), the contract'’s risk profile is primarily limited to standard ERC20
caveats and the inherent tradeoffs of an immutable clone-based deployment.
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SPYWOLF

CRYPTO SECURITY

Audits | KYCs | dApps
Contract Development

FIND US ONLINE

@ SPYWOLF.CO
Q @SPYWOLFNETWORK
0 @SPYWOLFNETWORK

ABOUT US

We are a growing crypto security agency
offering audits, KYCs and consulting services
for some of the top names in the crypto

industry.

OVER 1000 SUCCESSFUL CLIENTS
MORE THAN 1000 SCAMS EXPOSED

MILLIONS SAVED IN POTENTIAL FRAUD

) N N NN

PARTNERSHIPS WITH TOP LAUNCHPADS,
INFLUENCERS AND CRYPTO PROJECTS

CONSTANTLY BUILDING TOOLS TO
HELP INVESTORS DO BETTER RESEARCH

AN

To hire us, reach out to
contact@spywolf.co or
t.me/joe_SpyWolf
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Disclaimer

This report shows findings based on our limited project analysis, following good industry practice from the date
of this report, in relation to cybersecurity vulnerabilities and issues in the framework and algorithms based on
smart contracts, overall social media and website presence and team transparency details of which are set out
in this report. In order to get a full view of our analysis, it is crucial for you to read the full report.

While we have done our best in conducting our analysis and producing this report, it is important to note that
you should not rely on this report and cannot claim against us on the basis of what it says or doesn't say, or how
we produced it, and it is important for you to conduct your own independent investigations before making any
decisions. We go into more detail on this in the disclaimer below — please make sure to read it in full.

DISCLAIMER:

By reading this report or any part of it, you agree to the terms of this disclaimer. If you do not agree to the terms,
then please immediately cease reading this report, and delete and destroy any and all copies of this report
downloaded and/or printed by you. This report is provided for information purposes only and on a non-reliance
basis, and does not constitute investment advice.

No one shall have any right to rely on the report or its contents, and SpyWolf and its affiliates (including holding
companies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SpyWoIf) owe
no duty of care towards you or any other person, nor does SpyWolf make any warranty or representation to any
person on the accuracy or completeness of the report.

The report is provided "as is’, without any conditions, warranties or other terms of any kind except as set out in
this disclaimer, and SpyWolf hereby excludes all representations, warranties, conditions and other terms
(including, without limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the
use of reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and
only to the extent that it is prohibited by law, SpyWolf hereby excludes all liability and responsibility, and neither
you nor any other person shall have any claim against SpyWolf, for any amount or kind of loss or damage that
may result to you or any other person (including without limitation, any direct, indirect, special, punitive,
consequential or pure economic loss or damages, or any loss of income, profits, goodwill, data, contracts, use of
money, or business interruption, and whether in delict, tort (including without limitation negligence), contract,
breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under any claim of
any nature whatsoever in any jurisdiction) in any way arising from or connected with this report and the use,
inability to use or the results of use of this report, and any reliance on this report. The analysis of the security is
purely based on the smart contracts, website, social media and team.

No applications were reviewed for security. No product code has been reviewed.
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