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KEY RESULTS

Cannot mint new tokens

Passed
Cannot pause trading (honeypot) Passed
Cannot blacklist an address Passed
Cannot raise taxes over 25%? Passed
No proxy contract detected Passed
Not required to enable trading Passed
No hidden ownership Passed
Cannot change the router Passed
No cooldown feature found Passed
Bot protection delay is lower than 5 blocks Passed
Cannot set max tx amount below 0.05% of total supply Passed
The contract cannot be self-destructed by owner Passed

For a more detailed and thorough examination of the heightened risks, refer to the

subsequent parts of the report.
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ALTDEEIR

We Committed Your Profit

ALTDEER

PROJECT DESCRIPTION

AltDeer has secured a 180-day locked liquidity pool and is
scheduled to auto-launch on PancakeSwap on 10 May 2026 via
PinkSale. The project is fully KYC-verified and audited, backed
by a strong marketing strategy. Its mobile mining app has
been live on the Play Store for over 2 years, demonstrating real
utility, stability, and long-term commitment, alongside an

active presale on the official AltDeer platform.

Release Date: Presale started on December 31, 2025

Category: Token
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PROJECT INFORMATION

1) Project Information (as provided by client materials)

Basic details

Project name: ALTDeer

Token symbol: ALT

Website: www.altdeer.com

Whitepaper: https://www.altdeer.com/whitePaper
Presale portal: https://altdeer.com/presale
Roadmap:: https://altdeer.com/roadmap

Social links (linktree): https://linktr.ee/altdeercloud
Primary contact: admin@altdeer.com

Whitepaper last updated: 29. Aug. 2025

Network [ architecture (project statements)

e States an Ethereum [ EVM foundation and use of Layer-2 scaling; references a PoS based approach for
consensus/validation.
e Elsewhere describes a multichain stance and suggests not being EVM-only.

9

Action: Choose a single coherent baseline for vl (recommended: EVM L2). Rewrite materials to remove contradictions

and to specify: chain, token standard, gas model, bridging (if any), and custody model for in-app balances/points.

Token overview

Total supply (fixed): 521,000,000 ALT

Decimals: 18

standard & chain at TGE: BEP-20 (ERC-20-compatible)

Contract address: 0x2Eb0D0586454f6D4BIBC00e9E79Bf8aA2233¢c258

Allocations (from client materials)

Airdrop (mining): 156,300,000 ALT (30%)

Presale: 130,250,000 ALT (25%)

Marketing: 52,100,000 ALT (10%) — materials sometimes show 52,100,008; standardize
Liquidity: 52,100,000 ALT (10%) — materials sometimes show 52,100,008; standardize
Organization Liquidity (treasury): 130,250,000 ALT (25%)

Action: Publish a single, canonical allocation table and reconcile the “+8 token” discrepancy.
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PROJECT INFORMATION e

Distribution mechanics (airdrops [ “seamless mining"”)

Unit conversion: 100,008 microALT = 1 ALT.

Base earning rate (initial): 4,167 uALT/hour = 1 ALT/day per user.

Referral bonus: one-time 100,000 PALT per referral; plus +5% ongoing boost tied to base rate (adjustable).
Farming program: +5% boost for 12 hours when using another user’s code; renewable daily.

Lucky Box: every 6 hours; reward up to 50,000 pALT (0.5 ALT) per draw.

Action: Replace fixed per-user rates with epoch-based budgets and publish a decay/halving curve for base rate and
boosts. Add Sybil-resistance design and caps on average daily bonus.

Presale plan (as stated)

e Total presale: 130,250,000 ALT across 5 equal cycles (26,050,000 eoch).
° Cycle prices: $0.02 — $0.05 — $0.09 — $0.14 — $0.20.
e Materials show a “launch price target” of $0.521 and ROI tables.

Actions:

1. Remove ROI/promotional claims from public docs or mark as hypothetical scenarios with risks.
2. Provide vesting/lock terms for presale buyers and team/treosury allocations (cliffs, linear unlocks).
3. Define TGE circulating supply and a full unlock schedule.

Burn [ “release from reserves” schedule (20 cycles)

e Every 6 months from 2026-2035 (20 cycles):
o  Burn: 3% of the combined Marketing + Liquidity + Org Liquidity allocation each cycle (7,033,500 ALT).
o Release: 2% from reserve each cycle (4,689,000 ALT).

e Totals after 20 cycles: 140,670,000 ALT burned and 93,780,000 ALT released.
e Terminology in materials alternates between “minting” and “release from reserves.”

Actions: Rename “minting” to scheduled release from reserve (no inflation beyond initial mint). Commit to on-chain,
verifiable burns.

Links & artifacts to publish at TGE

Canonical tokenomics sheet (CSV + PDF)
Unlock/vesting schedule (CSV + chart)

Treasury addresses + multi-sig & timelocks

Airdrop emission policy (daily budget + decay)
Anti-Sybil & eligibility policy

Whitepaper v1.0 (chain-specific, contradiction-free)
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SCOPE OF AUDIT(1)

Objective

Evaluate whether the proposed token economics and operational mechanics are coherent, sustainable, verifiable on-chain,
and compliant-aware. Identify inconsistencies, quantify risks, and deliver concrete, implementable fixes before smart-contract
implementation.

In Scope

1.

Supply & Allocations — Verify totals, % splits, and arithmetic; reconcile discrepancies across documents; define canonical
tables.

Emissions /[ Airdrop Mechanics — Validate microALT—ALT conversion, base earning rate, boosts (referral/farming), Lucky
Box parameters, and claim rules. Propose epoch-budget and decay/halving models; outline Sybil-resistance and
anti-abuse controls.

Presale Economics — Check cycle sizes, pricing ladder, buyer protections, vesting/lockups, TGE circulating supply, liquidity
provisioning plan; remove/soften price/ROI claims; add disclosures.

Burn & Scheduled Releases — Confirm 3% burn/2% release math per cycle; specify on-chain enforcement, verifiable burn
flow, and transparency reporting.

Utility & Sinks — Map token uses (fees, boosts, premium features, staking, governance) and define deflationary sinks
(fees/burns) aligned with the chosen chain architecture.

Treasury & Governance — Structure multi-sig + timelock, wallet disclosures, vesting contracts, reporting cadence; define
governance scope and guardrails.

Documentation & Messaging — Remove contradictions, fix math, unify terminology (e.g., “minting” — “scheduled
release”), add risk factors and eligibility/KYC policies.

Economic Stress Tests — Scenario modeling (DAU growth, referral rates, Lucky Box payout distributions, boost uptake),
runway analysis, and sensitivity to parameter changes and L2 fees.

Launch/Operations Readiness — Checklist of artifacts to publish (addresses, CSVs, charts), public dashboards for
supply/unlocks, and ongoing transparency procedures.

out of Scope (this phase)

Application/web/mobile security testing and infrastructure penetration testing.
Legal, tax, or accounting advice; regulatory filings or opinions.

Market-making, exchange negotiations, price guarantees, or investment advice.
Custody and third-party service provider audits.
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SCOPE OF AUDIT(1)

Methodology

Document & artifact review; inconsistency reconciliation.

Independent arithmetic checks and unit tests of all published formulas/tables.

Token-flow modeling and sensitivity analysis; present tables/charts with assumptions.
Risk assessment with red/yellow/green scoring and prioritized remediation items.
Redlines/suggested text for all public-facing documents (whitepaper, site, presale pages).

Deliverables

This Audit Report (versioned), with Executive Summary, Findings/Severity, and Required Fixes.
Canonical Tokenomics & Unlock tables (CSV/PDF) and visual unlock chart.

Emissions Policy Template (epoch budget + decay) with parameter defaults and guardrails.
Transparency Plan: wallet addresses, on-chain burn process, reporting cadence, and dashboard spec.
TGE Readiness Checklist for go/no-go.

Acceptance Criteria

All arithmetic and cross-document inconsistencies resolved; canonical tables produced.

Emissions policy defined with caps/decay and anti-abuse controls.

Vesting/unlock schedules and liquidity lock terms specified.

Transparency addresses/timelocks announced; messaging updated to remove price/ROI promises.

Assumptions & Dependencies

Final chain choice and contract standards may adjust some recommendations.
No code was provided; scope expands to contract audit in a later phase once code and addresses are available.
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AUDIT METHODOLOGY (1)

Overview

Our methodology is designed to validate token supply math, stress-test economic mechanisms, and ensure the
design can be enforced and monitored on-chain once implemented. It's evidence-driven, reproducible, and
structured so the same checks become automated monitors post-TGE.

Phased Process
Phase 0 — Intake & Scoping

e Collect all public/private documents, spreadsheets, and parameters.
e Freeze a“current version” set of artifacts for reference.

Phase 1 — Consistency & Arithmetic Verification

e Recompute totals, % splits, and tables; verify rounding and unit conversions (microALT « ALT).
e Cross-document diffing to reconcile conflicting figures and terminology.
e Re-derive any ROI/price examples; remove or relabel promotional claims.

Phase 2 — Emission & Runway Modeling

e Formalize airdrop logic (base/day, boosts, referral, Lucky Box) as equations.
Build deterministic scenarios (DAU ladders) and stochastic models (randomized Lucky Box outcomes).
Sensitivity analysis on base rate, boost caps, claim frequency, DAU growth; compute runway, dilution, and
user-level rewards distribution.

e Recommend epoch budget + decay parameters that keep emissions sustainable under stress.

Phase 3 — Mechanism Soundness & Abuse Resistance

e Evaluate Sybil resistance (device/account limits, attestations, proof-of-humanity options).
e Analyze referral incentives for circular farming or collusion; recommend guardrails.
e Define rate limits, cooldowns, and revocation/escalation procedures.

Phase 4 — Treasury, Vesting & Unlocks

e Convert allocations into a canonical unlock schedule (CSV).

e Specify multi-sig, timelock, and vesting contract requirements; simulate unlock impact on circulating supply
and liquidity.

e Define transparency reporting (wallets, movements, monthly deltas).

Phase 5 — Presale Economics & Buyer Protections

e Validate cycle sizes, pricing ladder, and receipts; require vesting/lock terms.
e Review liquidity provisioning plan (DEX, pairs, LP lock).
e Compliance posture review of public claims and geographic eligibility.

Phase 6 — Burns & Scheduled Releases

e Recompute per-cycle burn/release math; check cumulative effects on max and circulating supply.

e Design on-chain enforcement (time-locked ops, verifiable burn txs, scheduled releases from pre-minted
reserves).

e Define proof and monitoring (hash-linked attestations, dashboard hooks).
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AUDIT METHODOLOGY(2)

Phase 7 — Utility & Token Sinks

e Map concrete uses (fees, boosts, premium features, staking/governance if any).
e Quantify expected sink strength (burn %, spend rate) relative to emissions.

Phase 8 — Launch Readiness & Transparency

° Produce TGE checklist: addresses, contracts, parameters, CSVs, public dashboards.
e Draft redlines for site/whitepaper/presale pages to correct math and remove contradictions.

Phase 9 — Reporting & Sign-Off

e  Assign severity (Critical/High/Medium/Low/Info) and confidence levels.
e Provide prioritized remediation with owner & ETA columns.
e Issue versioned report; prepare change-log for any follow-up review.

Post-TGE Monitoring (optional add-on)

e Turn models into alerts/dashboards (emission spend rate vs. target, treasury moves, unlock countdowns).
e Quarterly re-assessment of parameters and sinks.

Evidence & Calculation Standards

e Single canonical CSV for allocations and unlocks; all charts/tables derive from it.
e  Explicit rounding rules and units; time basis in UTC with Europe/Budapest reporting as needed.
e Reproducible notebooks/spreadsheets for every formula and scenario.

Severity & Risk Rubric

e Critical: Design enables uncontrolled inflation, rug-class treasury access, or guaranteed insolvency of
emissions.

High: Major misalignment or abuse vector likely under realistic usage.

Medium: Material inefficiency or ambiguity that could harm users if misconfigured.

Low: Minor math/docs issues; limited impact.

Informational: Style/clarity/narrative items.

Risk score = Impact x Likelihood, with recommended mitigations (technical, operational, comms/legal) and
expected residual risk after fix.

Tooling & Artefacts

e Modeling: spreadsheets + reproducible notebooks.
e Data: client materials, canonical CSVs, and (later) on-chain explorers/doshboards.
e  Outputs: report PDF/MD, CSVs, unlock chart, emissions policy template, transparency plan.

Acceptance Tests (per section)

Math checks pass (totals, %s, conversions).

Emission policy defined with caps/decay and anti-abuse controls.
Unlocks/vesting encoded and timelocked; wallets disclosed.
Burns/releases enforceable on-chain and verifiable by third parties.
Docs corrected (no contradictory claims; no ROI promises).
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DETAILED FINDINGS e

Medium Risk

M-01: Treasury Wallets Hold Large Supply With No On-Chain
Spending Controls

Description:

The token mints a significant portion of supply to treasury/organization-related wallets at
deployment, but the contract includes no on-chain governance, emission schedule, or
spending constraints over how/when those balances can be distributed. Because the token
is a minimal ERC20, all treasury movement is purely controlled by the private keys of those
wallets rather than enforceable smart-contract rules.

Impact:

e Large token releases can occur without on-chain constraints
e Token distribution may diverge from stated tokenomics

e Market supply can change abruptly (economic/dilution risk)

Likelihood:
Medium — depends on treasury behavior, but technically unrestricted.

Recommendation:

e Publish a clear treasury spending / emission policy
e |f strong guarantees are desired, migrate treasury balances into:
o atimelock contract (linear or cliff vesting), and/or
o multisig-controlled governance flows with transparent execution rules
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DETAILED FINDINGS e

Medium Risk

M-02: Critical Allocation Wallets Appear To Be EOAs Instead of
Multisig/Timelock

Description:

The allocation wallets (presale, airdrop, marketing, liquidity, organization liquidity) are
standard addresses and may be EOAs. If controlled by single keys, they introduce a single
point of failure: key compromise or insider misuse can result in rapid draining or dumping of
large allocations. This is not a token-contract bug, but it is a material operational risk tied to
how the minted supply is held.

Impact:

e Single-key compromise could release/dump large supply
e Increased risk of unauthorized transfers
e Reduced investor assurance even if token code is safe

Likelihood:
Medium — depends on wallet ops; the failure mode is common.

Recommendation:

e Migrate critical wallets to multisig (e.g., Gnosis Safe)
e For highest assurance, combine multisig with a timelock for large transfers
e Publicly disclose wallet types and (where safe) signer policy
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DETAILED FINDINGS

Low Risk

L-01: Minimal ERC20 With No Emergency Controls
(Pause/Blacklist/Recovery)

Description:

The token is a minimal OpenZeppelin ERC20 with fixed supply and no additional admin
hooks such as pausing, blacklisting, rescue functions, or transfer restrictions. This is
consistent with a simple fixed-supply token design.

Impact:

e No admin backdoors (positive from security perspective)
e No emergency response tools if something goes wrong (operational limitation)

Likelihood:
N/A — design choice, not an exploit.

Recommendation:

e Keep as-is if “immutability/no admin power” is the goal
e If operational controls are desired, implement them transparently in separate, auditable
modules (note: this changes trust assumptions)
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DETAILED FINDINGS

Low Risk

L-02: No Programmatic Burn Function (Only Manual Burn By
Transfer Is Possible)

Description:

The token does not implement an explicit burn() method. If burns are intended, they must
be performed manually by transferring tokens to an irrecoverable address (e.g.,
0x000..dead), which is not enforced or trackable as a formal burn mechanism within the
token contract.

Impact:

e Deflationary mechanics (if promised) are not automated
e Burns are discretionary and off-policy unless externally enforced
e No direct security risk

Likelihood:
Low — only relevant if deflation is part of tokenomics.

Recommendation:

e If deflation is intended, add a transparent burn mechanism in a future token design (cannot

be added here without redeploying)
e Otherwise, clearly state burns are manual/discretionary and provide public burn transaction

tracking

SPYWOLF.CO
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THE
TEAM

KYC INFORMATION

Issuer
SPYWOLF

Members KYC'd

KYC Date

September 1, 2025

Format
PDF

Certificate Link

https://spywolf.co/kyc-verification/KYC _ALTDeer.pdf

The team has privately
doxxed to SPYWOLF by
completing the following
KYC requirements:

e ID Verification
e Video statement
e Video interview with devs

KYC

CERTIFICATE

This is to certify that the team at

ALTDeer

=
o
&
=
@
o}
T
£
5}

Has passed the KYC verification process on September 1, 2025

ALTDeer

Tasks Completed:

+ ID Verification

. 7'\
'& ~
ALTDEER

+ Video statement
+ Video interview with devs
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CONCLUSION e

The deployed ALTDeer token contract (0x2Eb0..c258) is a minimal, fixed-supply
OpenZeppelin ERC20. The full supply is minted once in the constructor to five predefined
allocation wallets. The contract contains no owner, no privileged admin functions, no
minting after deployment, no transfer hooks, no taxes/fees, no blacklist/pausing, and no
anti-bot/anti-sniper subsystem. As a result, there are no contract-level mechanisms that
can be used to create a honeypot, selectively block sells, confiscate balances, or later
introduce punitive launch logic.

The primary risks identified are non-contract operational [ distribution risks arising from
the fact that large allocations are held in external wallets and are not subject to on-chain
governance or timelocked emission rules. While the team’s use of PinkSale with vesting can
enforce a vesting schedule for presale buyers (depending on final configuration and
custody of sale tokens), the token contract itself does not enforce vesting for the broader
presale and airdrop allocation wallets, meaning any remaining balances in those wallets
remain immediately transferable unless independently locked in vesting/timelock
contracts.

Overall, the token contract itself appears technically safe and non-malicious by design,
but investor protection and supply-release assurances depend on verifiable on-chain
lockups/vesting applied to the allocation wallets and the correct execution of the PinkSale
launch (including liquidity creation and LP locking).
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ABOUT US

We are a growing crypto security agency

offering audits, KYCs and consulting services

for some of the top names in the crypto

N

industry.

OVER 700 SUCCESSFUL CLIENTS
MORE THAN 1000 SCAMS EXPOSED

MILLIONS SAVED IN POTENTIAL FRAUD

PARTNERSHIPS WITH TOP LAUNCHPADS,
INFLUENCERS AND CRYPTO PROJECTS

CONSTANTLY BUILDING TOOLS TO
C RYPTO S EC U R ITY HELP INVESTORS DO BETTER RESEARCH
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Audits | KYCs | dApps To hire us, reach out to
Contract Development contact@spywolf.co or

t.me/joe_SpyWolf

FIND US ONLINE

@ SPYWOLF.CO
e @SPYWOLFNETWORK
0 @SPYWOLFNETWORK
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Disclaimer

This report shows findings based on our limited project analysis, following good industry practice from the date
of this report, in relation to cybersecurity vulnerabilities and issues in the framework and algorithms based on
smart contracts, overall social media and website presence and team transparency details of which are set out
in this report. In order to get a full view of our analysis, it is crucial for you to read the full report.

While we have done our best in conducting our analysis and producing this report, it is important to note that
you should not rely on this report and cannot claim against us on the basis of what it says or doesn't say, or how
we produced it, and it is important for you to conduct your own independent investigations before making any
decisions. We go into more detail on this in the disclaimer below — please make sure to read it in full.

DISCLAIMER:

By reading this report or any part of it, you agree to the terms of this disclaimer. If you do not agree to the terms,
then please immediately cease reading this report, and delete and destroy any and all copies of this report
downloaded and/or printed by you. This report is provided for information purposes only and on a non-reliance
basis, and does not constitute investment advice.

No one shall have any right to rely on the report or its contents, and SpyWolf and its affiliates (including holding
companies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SpyWoIf) owe
no duty of care towards you or any other person, nor does SpyWolf make any warranty or representation to any
person on the accuracy or completeness of the report.

The report is provided "as is’, without any conditions, warranties or other terms of any kind except as set out in
this disclaimer, and SpyWolf hereby excludes all representations, warranties, conditions and other terms
(including, without limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the
use of reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and
only to the extent that it is prohibited by law, SpyWolf hereby excludes all liability and responsibility, and neither
you nor any other person shall have any claim against SpyWolf, for any amount or kind of loss or damage that
may result to you or any other person (including without limitation, any direct, indirect, special, punitive,
consequential or pure economic loss or damages, or any loss of income, profits, goodwill, data, contracts, use of
money, or business interruption, and whether in delict, tort (including without limitation negligence), contract,
breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under any claim of
any nature whatsoever in any jurisdiction) in any way arising from or connected with this report and the use,
inability to use or the results of use of this report, and any reliance on this report. The analysis of the security is
purely based on the smart contracts, website, social media and team.

No applications were reviewed for security. No product code has been reviewed.
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